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Legal Notice and Terns of Agreenent

Before we begin, there are just a few "legal" things we
need to cover (also known as “ny |awer nade ne do it” ©)

© Copyri ght November 2002 by Bogdan Ravaru

Al'l rights reserved. No portion of this special report may
be reproduced in any format w thout the expressed witten
perm ssion of Bogdan Ravaru, other than by selling the
report in accordance with the assigned reprint rights
license. Al violators will be prosecuted to the fullest
extent of the | aw

Whil e attenpts have been nmade to verify information
contained in this publication, neither the author nor the
publ i sher assunes any responsibility for errors, om ssions,
interpretation or usage of the subject matter herein. This
publication contains the opinions and ideas of its author
and is intended for informational purposes only.

The aut hor and publisher shall in no event be held liable
for any | oss or other damages incurred fromthe usage of
this publication.

Publ i shed by:
Bogdan Ravaru

CEO & Founder of TheMarketi ngW zar ds. com

Warning: This is not a free report.

The suggested retail price for it is 17 US Dollars (17%)
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Speci al Unadverti sed Bonus

By purchasing this report you ve qualified to receive
Bogdan Ravaru’s 5 days eCl ass conpletely free.

This special eCd ass “The Confidential Diary O A
Marketing Wzard” is guaranteed to help you increase your
business with at least 77%in the next 5 days, with
specific information |ike:

= Case Study: How | started ny online business wth
absolutely 0%, made 70% in ny first nmonth and increased
this value 50 tinmes in one year, ...and how you can do the
sane, only a |lot faster

= How to take advantage of the one factor that can be
used to predict your online success. Warning: This is the
nost inportant 'factor of success' on the internet!

= Anal yzi ng one of the npbst commpbn m stakes and the
second nost inportant factor of success. If you' re not
maki ng enough sales & profits it m ght be because of this!

= Precisely what a 2 step nmarketing strategy is and
why you shoul d use one. Every affiliate should pay really
close attention to what is reveal ed here.

= Exactly how to becone a "Tiger Wods of I|nternet
Mar keti ng". How to stop your m nd from unconsciously
sabot agi ng your success and how to devel op the noney
consci ousness that nagnetically attracts all the wealth you
can desire!

To get your free copy of the course send any ennil to:

mwi ary@ i stwarrior.com

or visit the site bel ow

http://ww. TheMar keti ngW zards. com
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| nt er net | have a confession to nmake. Listen

Security Back closely.

In The O d Days | ¢, ted marketing online in 2001. |

al ready was an experienced conputer
‘techie’: a progranmmer and a security
expert.

| was pretty reluctant to marketing
onl i ne because of one big issue:

Security

Protecting ny product and ny website
seened sonething pretty hard to achieve.

Allen Says, the man to whom | really
have to thank for getting started with
ny online biz and making ny first noney
online, was earning a nmassive 1, 000
dollars a day fromhis websites at the
time.

| figured I could do the same BUT there
wer e some buggi ng questi ons:

“How could | protect ny online products
fromtheft?”

“How could | prevent illegal
di stribution of ny inages?”

“How coul d | stop ‘wannabeez’ from
copying ny site?”

Even now, one year and a half later
still get emails from experienced

mar ket ers conpl aining that sone of their
conpetitors replicate their marketing
efforts conpletely.

They have exactly the sane websites,
pay- per-click search-engi ne keywords,
exactly the sane autoresponder sequences
and everyt hi ng.
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And this happens because a | ot of
webrast ers and net - marketers overl ook
their website s security.

This is not recommended practice because
peopl e are not 'net dumb' anynore.
They' ve been online for several years
now. The Internet is old news.

Most peopl e know HTML or can under st and
HTML code. Quite a few of them know
basi ¢ web progranm ng in Javascript,
Ca, ASP or PHP.

They know about servers, protocols,
sockets, proxies and the |list could go
on. .

In fact, the | atest Wirdtracker report
of the Top 200 nobst searched words
positions the word ‘cracks’ on the 173'°
position with 15108 searches on

nmet acrawl er search engines in the |ast
60 days.

As a term of conparison inmagine that the
word ‘viagra’ is on the 1939 position
and ‘free’ is on 191%

Does this give you sonme hints about how
bad sonme people want to hack & crack
sites and software?

Here’s a nental experinent for you

| magine living in a bad nei ghborhood,
going to work and | eavi ng your house

unl ocked, with the w ndows w de open and
nobody hone...

What do you think will happen?
So...how can you be so careful with your

physi cal property and conpletely ignore
your online property?
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|’mactually glad you bought this
report. You should be too because |’'m
confident it wll help you.

You will quickly learn how to sol ve many
probl ens web site owners are facing
t oday.

This report will cover the HTM. security
bugs your website m ght have.

But I will not stop here. I wll keep
writing about advanced techni ques
internet thieves use to illegally get
your product or custoner information and
devel opi ng software that will hel p your
website be nore secure. (I know | wll
make many enemes this way ©)

As a free bonus with the purchase of
this report you have received ny
personal ‘marketing diary’ as a 5 day
aut o-responder course.

I f you haven’t done so al ready, sign up
for the course and you will be
automatically added to ny newsletter.

You will al so receive updates when new
reports/software I’ve witten are out.

Now that that's out of our way, let’s
start tal king about the serious stuff...

Your Busi ness and Your Wbsite

http://www.htmlsecurityreport.com 8
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| nt er net
Security - The
Jungl e of Today

The HTML Security Report

Two years ago a new type of software
appeared on the narket:

Software that offered HTM. Code
Pr ot ecti on.

In a very peculiar manner, this type of
sof tware brought a solution to the
probl em and made it worse in the sanme
time.

This software increased the public

awar eness that HTM. Code is very

vul nerabl e (because it’s a mark-up

| anguage and not a programm ng | anguage
it does not offer code encryption or
conpil ati on) and people started to
beconme worried about the safety of their
site, inmages and ebooks.

My guess is that it all started when the
right click was first disabl ed!

Afterwards they kept adding |ots of

ot her tweaks to nmake the html code nore
secure (in this case the source code
coul d have still be seen by clicking

Vi ew- >Source fromthe nenu bar)

This is how a | ot of ‘hackers’ |earned
that they could get products w thout
payi ng for them..

And they told their friends about this...
and ot her people found out...and ot hers
and ot hers...and the nmethods have evol ved
and so on...

Software that could ensure web page
protection in 2001 is not enough any
nor e.

" mnot saying this software is usel ess.
Not at all..My tests indicate that only
1 in 100 knows how to ‘crack’ the
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protection this type of software offers
and |’ mteaching you in the bonus video.

1 in 100 neans 1% and it sure beats

| eavi ng your page conpletely unencrypted
and havi ng 46% of the people (as you’ ve
al ready found out on the website)
stealing your profits.

|’ ve personally tested tens (about 15 to
be nore precise) of Page CGuardi ans and
HTML Encoders.

And froma security expert point of view
| was not happy with the results. Not at
all.

Your page is still pretty ‘crackable’.

These prograns m ght have been snmashi ng
hits one year ago but they are sinply
not enough to keep the jackals away.

I’mcalling ‘product stealers’ jackals
because they travel in packs (they gang
up and trade products) and they usually
are a source of infection (unauthorized
di stribution of your goods)

Keep on reading and |I’'1l show you what
they’'re doing to get your product free
and how you can protect yourself.

Warni ng: The next chapters will be for
i nformational purposes only. | do not

encourage any of the actions bel ow on
sites other than your own.
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“What Can They
Hack And How

Can They Hack
Me?”

The HTML Security Report

There’s one thing we need to get
straight fromthe begi nning.

You can never have too much protection
on your site.

A well known internet security source
publ i shed that in the year 2002 the
average website receives 200 hack
attenpts a nonth.

And we all know that many big sites |ike
M crosoft.com and NetworkSol uti ons. com
have been hacked multiple tines.

| don’t even want to tal k about hackers
who |ike to break into governnment sites
or educational ones.

Vell ...1"msure you' re thinking:

“Yeah Bogdan, you m ght be right but
what does this have to do with ne? |
don’t have a big site; I'mjust an
average marketer earning a living by
selling ny products on the Internet..

Vel |l yes, you mght not be in rea
danger of a hacker attack but let ne
tell you sonething.

There are many people, (and when | say
many | nean many), especially from

Bul garia, India, Romania, Russia, China
that don’t have the noney to pay for
your products...and your copy being so
per suasi ve (hopefully) they are | ooking
for a way to grab your stuff free.

There are 2 possible scenarios here.
1. They go hunting for stolen but

valid credit-cards on the | nternet
to ‘card’ your products.

http://www.htmlsecurityreport.com 11
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2. They try to hack your site to get
t he products

Most nmerchants today have a way to
‘screen’ the purchase to mnimze the
ri sk of fraudul ent transactions which
are very likely to result into charge-
backs.

Trying to | ocate the ‘carder’ by
tracking the IP of his conmputer is
alnost a futile endeavor because nost of
t hem use hi gh-security proxy servers or
anonym zer software.

However, there are many credit-card
processi ng conpani es on the |nternet

t hat have very good fraud screening
control and can really protect your
products from being stolen (nore on this
in the next chapters) or carded.

The ones | personally use and really
recomrend are

1. ww. dickBank.com — they are very
popul ar because they al so have a
built-in affiliate program

2. ww. ReveCom com — the sane as
PaySyst ens. com anot her popul ar
service that is very secure with
| ow f ees.

| f you have a nerchant account and don’t
use a credit card processing conpany
there are many tricks you could learn to
protect yourself from‘carders’.

If you want to | earn nore about how to
protect yourself from cardi ng pl ease go
to http://ww. 911nechant.org and join

t he group.

| amin no way associated with the group
but | they are recommended because you
m ght find them useful

http://www.htmlsecurityreport.com 12



http://hop.clickbank.net/?powerlife
http://www.revecom.com/
http://www.911mechant.org/

Bogdan Ravaru

The HTML Security Report

Ckay, this waps up the ‘carding part.

“What about the ones trying to hack the
websi te?”

There are two possibilities here
(again.))

Either they try to bypass the paynent
screen (this is trying to hack the
credit card processing conpany) or they
try to exploit your site for common

vul nerabilities.

From nmy own experience they al nost
al ways try both of the options.

|’ mresponsi ble for a few hacks mnysel f.
|’ ve been hired by many conpanies to try
and hack their website and I’ ve

di scovered many vulnerabilities this
way.

If you're interested in renting a
security expert to hack your website
drop ne an enmil at

webnast er @ hemar keti ngwi zar ds. com

and we'll talk about it.

Let’s get back to where we were, should
we?

| was saying that they mght try to hack
your credit card processing conpany to
get your products free.

Agai n O ickBank.com and Revecom com are
very safe options for credit card
processi ng but there are sone ot her
services that are highly popul ar.

For instance Authorize, Paypal and quite
a few other big nanmes in ecomrerce have
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really weak HTM. code and you coul d
easily get alnobst any product sold
t hrough them by anal yzi ng the code.

Heck, Paypal and Authorize are infanous
for this.

However, there are fixes to these
problens that will ensure your downl oads
are safer. A program|’ve devel oped,
call ed HTML. Code Guard 2003 i s one of

t hem

There are other services |ike Verisign
and Verio that don’t have such a weak
HTM. code but the information posted to
the processing script is pretty obvious
and nost products can still be stolen by
under st andi ng how their script works.

O course if you're selling through
them don’t think that your average web
site visitor will be able to crack the
protection. They need to have sone
experience in web programm ng and know
sonme things about system sockets as
wel | .

kay, the second scenario was that sone
of themwll try to exploit your site by
vi ewi ng your HTM. code and al so
“scanni ng’ your site for known

vul nerabilities.

My opinion is that the HTM. page shoul d
definitely be encrypted on your order
page (yes, this includes affiliate

| inks!) and on every page where the user
can sign-up for your nenbership site,
newsl etter etc.

More on this will be revealed in the
next chapters.

Hackers scanni ng your website for known
vulnerabilities are al so very dangerous
because this way they m ght be able to

http://www.htmlsecurityreport.com 14
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many ot her extra things |ike:

your webhost (and scan the webhost
afterwards for vulnerabilities and
get conplete control over their
machi ne)

your custoner information (nanes,
emai | s and sonetinmes even address
and credit card nunber)

copi es of your receipts, auto-
responder nessages

content that is not yet published
or that is being beta-tested

etc...

http://www.htmlsecurityreport.com
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“Can My Text
And | mages Be
Secur e Enough?”

The HTML Security Report

The really interesting stuff begins with
this chapter.

Sadly, the answer to the question in the
title is NO

BUT, they CAN be safer than printed
information in the offline world.

In the past, if anybody wanted to copy
the information, they had to copy it by
hand.

Now t hey can scan it and use OCR
conversion software to get the text and
i mges but this is also painful because
they need a top-notch conputer and a | ot
of tinme.

Let’ s exactly see how a no-good- doer
coul d extract and reuse the text and
i mges fromyour website.

1. They could select the text, copy
it and save it in a file.

2. They coul d save the whol e page and
open it with Mcrosoft Wrd,

Macr onedi a Dreamneaver or their
favorite HTM. editor

3. They could push the print-screen
button to nmake a snapshot of your
site and use any graphics
processi ng program | i ke Phot oShop
or Paint Shop Pro (even M crosoft
Paint) to paste the printed screen
and save it.

4. They could print your website,
scan the sheets of paper and then
use OCR conversi on.

5. They could push the right click
button on your images and click
save- as

6. They coul d position the nouse on
your inages, wait for the imge
tool bar to appear and click to

http://www.htmlsecurityreport.com 16
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save the i nmge.

I f you have the tinme and energy to do
sonme searching you will be able to find
sone free scripts on the internet that

wi || disable the sel ecting/copying of
text on the website, the right click and
sonme other little things.

But these scripts can easily be found by
your visitors (when they click to view
source) and they will be able to save
your page, renove the script (and get
your script too, for free) and use the
page as if it was unprotected.

And you are back where you were in the
begi nni ng.

You coul d al so disable printing and the
PrintScreen button. | agree that this is
not somet hing you would |i ke done for
all your pages but there are tines when
you should do so and there aren’t nany
scripts out there showi ng you how to do
this...(It’'s a secret of the trade ©)

But they could still renove any
javascripts fromthe page and have your
whol e content as if unprotected.

A nore interesting option is HIM. Code
Guard 3, the latest security software
|’ ve devel oped.

If you' re | ooking for a conplete
solution to protect your pages, your
site and all the above (yes, even
protecting your existing javascripts)
pl ease take a | ook at

http://ww. ht M codeguard. com

|’ve tried pretty hard to offer
unsur passed value for a small price and
| think |’ ve succeed.
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Usi ng HTML Code CGuard 3 reduces the risk
of site (text/imges) theft to 1 in 500.
That nmeans you will be protected from

99.98% (m ni mun) of these no-good-doers.

Note: If you have already heard about
“HTML Code Guard” or you even own a copy
then it’s very likely you have HTM. Code
GQuard 2.2 which is the previous version
| released sone tine with naster resale
rights.

The new HTML Code CGuard 3.0 is sinply
amazi ng...

|"ve worked for sone tine conpletely
rewiting the code and now the 3.0
version offers superb security while
bei ng conpatible with al nost any

br owser .

Eh...1"ve bl own nmy own horn enough.
Let’ s get back to business.

There’ s another thing you could do to
your inmages to nake sure people will not
be using them

This nmethod applies to | arge i nages
usually and it’'s call ed waternmarki ng.

So, what is a watermarked i nage you ask?

A wat ermarked image is sinply an inage
wi th a distinguishing small text/inmage
enbedded over it (usually in the | ower
ri ght corner)

For instance, if you re | aunching your
book “Titanic — Sensational D scoveries”
on your site www. titanicdi scoveries.com
and you don’t people to reuse your

pi ctures you coul d superinpose on the

i mge your website address in the |ower
ri ght corner.
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This is called *watermarking .

You can watermark your images in any
graphi cs processing software — even the
wel | known “Paint” that cones with

W ndows.

You could al so use a nore professional
program

The one | usually use to create ny
graphics is Paint Shop Pro from
WWW. | asc. com

It has a better |earning curve than
Adobe Phot oshop, but you could also try
this one from ww. adobe.comif you' re
interested in really professional

gr aphi cs software.

http://www.htmlsecurityreport.com 19
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Exactly Wy Not too many people are going to tel
Forns Are The you the truth about this...

Weakest Link In

But encrypting the forms on your website

Your Wb Page is of critical inportance.

You are very vulnerable to ‘form
exploits if:

1.

~N O

K,

You run a traffic-exchange (start
page, exit page or banner display)
program

You run a pay-per-sign-up or pay-
per-lead site

You run a site with a Top

You have a newsletter/mailing |ist
You have hidden tags on your form
An hi dden tag can be for instance
the price of your product, like a
really big network of sites that |
know of has. | don’t want to nane
t hem here because you will then
easily be able to change the price
you pay for their products and
this could cost themtens of

t housands of dollars. Another
exanpl e is the thank-you link, and
al nost everybody associ ates Paypal
and Authorize with this.

You run tell-a-friend scripts

You run special offers |like those
“hel p nme achi eve Amazon best -
sell er status” where you give a

| ot of bonuses if the people order
t oday

You do surveys/polls on your site
and the list could go on and on...
if you use forns for any inportant
function of your website |ike nost
websites do ©

there’s no need to be really al arned

now because I'’mgoing to detail a little
bit on each of these problens.

http://www.htmlsecurityreport.com
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Let’s say you are a traffic-exchange
site owner. You probably know that a | ot
of people are interested in cheating
traffic-exchange prograns.

There are scripts on the internet (in
PHP, ASP or CE) that enulate a real
web- browser. These scripts can submt
fornms, see the text the page returns,
use proxies and so on.

If your formis unencrypted these
cheaters can easily see your posting

| ocation and configure such a script to
keep POSTing the information needed to
credit their account to your tracker.

They will know all the val ues your
script needs to credit their account
fromthe formand the link in the
address bar.

And | assure you that if they are smart
enough they cannot be untrackable
because |’'ve tested (not really used ©)
t he nethod nyself on several traffic-
exchange sites.

kay...l et us now assunme that you run a
pay- per-lead service on your site - you
pay people to bring you new | eads or

si gn- ups.

| f user John knows a little bit about
HTML and your formis unencrypted he can
easily see where you post the new | ead

i nformati on and how you credit the
referrer.

He can then easily use scripts such as
t he above nentioned to post 1,000 new
bogus (generated) |eads to your service
and col l ect thousands of dollars. Not a
pretty thing to do right?

VWhat if you run a Top, you ask?

http://www.htmlsecurityreport.com 21
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Let’s see, Webmaster X joins your top
and he gets the link that wll credit
his account. Every click on this |ink

wi Il bring Webmaster X one point and
Webmaster X's site is ranked in your top
according to the nunber of points he
has.

Vell, let suppose Webnaster X is a
skill ed webmaster and uses a script
(l'i ke the above nentioned one) to keep
posting votes to his link.

He will be able to do this from
different |P s because he is a snart
webrmast er and he uses proxi es.

And he will be able to cheat your system
and get #1 ranking in the top w thout
deserving it. Phal

| bet that you start to see the picture
NOW.

Let’s detail some nore on this POSTi ng
war .

What if you use a formto post the nane
and enai| address of your new
subscribers to a script like fornmail. pl
or any other script that will add their
nanes to a database and send them an

i nstant response.

Sonmeone with bad intentions can use your
site to spamothers (especially if
you're using formmail . pl)

Heck, your conpetitors could easily add
a |lot of fake subscribers to your |ist
(which are real people, fromtheir

dat abase for instance) and you coul d be
accused of SPAM and permanent|y shut
down.

Sonet hi ng even nore serious happens when
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you have an unencrypted form where you
(or your nerchant) keep the hidden tags
|i ke price, return |inks or any other
sensi bl e i nformati on.

Paypal . com (whi ch was bought by
eBay.com is infanmous for the poor
security it offers to the nerchants. At
the time of witing this report, you can
see the thank-you “return” link as clear
as daylight when you click to view the
HTM. sour ce.

Not to nention that some webnmasters use
t he GET net hod when posting the form

i nstead of using the POST one. The

di sadvant age of doing so is that
everybody can see the information that
was sent in the address bar!

Even Verisign (Verio?) is very

vul nerable to form attacks. Wen | was
younger | discovered that | can get

al nost any e-product sold through them
wi t hout paying ©

They are pretty easy to bypass if you
have decent HTM. / web programm ng
know edge but |’ve already told you
about this.

| think that you got the general idea

and | don’t need to keep punping your

head with the inportance of encrypting
your form

If you run a tell-a-friend script the
visitor can easily see your form and get
to the ‘thank-you-for-recomrendi ng-us’
page wi thout submtting any contacts or
he can use your script to spam

| f you have special ‘Amazon Bestseller’-
|i ke offers then the visitor can see the
posting |l ocation and get your bonuses

wi t hout purchasing the book you' re
sel l'i ng.
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I f you run a poll/survey your
conpetitors can easily see the posting

| ocati on and submt thousands of random

answers and really m sl ead you!
Ckay. | hope ny point is now clear.

And now for a shanel ess pl ug.

| should rem nd you that |1’ve witten
the HTML Code CGuard 3 software froma
“security expert who also runs an

i nt ernet business” point of view and |
assure you that HTML Code Guard 3 will
protect your forns and hidden

i nformation from anybody trying to hack
your site.

HTML Code Guard 3 can encrypt whol e
pages or just critical parts of your
website and | guarantee that 99.98% of
your visitors will be unable to crack
t he protection.

.And |’ m sure that your piece of mnd
only is worth a ot nore than what |’ m
asking for the program

http://www.htmlsecurityreport.com
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The One Thi ng
Every Affiliate
Not Ear ni ng
Enough Shoul d
Do!
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|"mgoing to tell this one thing to you
bluntly and then I’"mgoing to detail on
it and stress its inportance.

Every affiliate, and | nmean EVERY
AFFI LI ATE shoul d use encrypted redirect
pages!

Some good nonths ago | heard sone runors
about ‘comm ssion hijackers’.

O course | was sure that this was no
runor and that it was indeed a fact but

| wanted to find out the real inportance
of hiding ny affiliate |inks.

| wanted nunbers not specul ations.
So | conducted a little experinent.

| was then selling the first version of
HTML Code CGuard and | was ny only
affiliate at the tinme (HTM. Code CGuard 1
had just been rel eased)

The next step was as clear as daylight.

| was going to run a paid solo ad to
1,700 people wth an affiliate link - ny
affiliate link to ny own program ©

And the results were astonishing.

13 sales cane in but only 7 of themwere
actually fromny affiliate |ink.

6 orders cane fromdifferent affili ates.

| magi ne that: 46% of the buyers repl aced
ny affiliate link with their own,
practically stealing noney from ne.

| think that TomHua, a really well-
known marketing authority and owner of
the very successful reprint-rights site
eBookWhol eSal er. com has conduct ed
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simlar tests before ne and he reported
a 30% for conm ssion theft ratio.

And ny guess is that the percentage is
on the rise.

| honestly think that by the tinme you
are reading this report nore and nore
peopl e are stealing conmm ssions from
affiliates.

Everybody wants to save a buck today.
Some peopl e even sell ebooks that teach
you how to steal conm ssions and nmake
noney (| honestly cannot call these
peopl e marketers!)

But wait...There are other people that do
not steal the comm ssion but still |ose
you noney.

They just hate you maki ng noney off them
or they sinply don’t have the sane
security when buying froman affiliate
so they renove the affiliate id/ nunber.

| nmean, how many tines have you seen a
link that |ooks |ike

http://ww. ht M codeguar d. coni ?j ohn

And you just went to

http://ww. ht Ml codeguard. com

Wi thout giving ‘john’ proper credit?
| hope this makes you wonderi ng.

Luckily, | have discovered a way to keep
t hose pesky internet pickpockets away.

In the past redirect pages used to be a
solution for cloaking your |ink.

You could sinply create an HTM. page on
your site with the sole purpose of
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redirecting the visitors to your
affiliate |ink.

You would then link to this page.

The code to create a redirect page is

this:

--------- JavaScript Redirection -------
<script>

this.location. href ="affil page. htm";
</script>

------ End JavaScript Redirection ------

But a redirect-page is sinply not enough
t oday.

After visiting your page your users wl |
still be able to see the real affiliate
link in the address bar and steal from

you.

|’ve actually found a solution to this
probl em al so.

| use a franed & encrypted redirect page
that is 100% browser conpatible and it
even works w t hout havi ng Javascri pt
enabl ed.

--- small side bar ---------------------

These days, the only browsers that do
not properly support JavaScript are
really old Internet Explorers (1 and 2)
and Netscape Navigators and the WebTV
browser — which is for the TV

If at any time you run a script on your
page and soneone who has di sabl ed
JavaScript visits your site you can add
the followng lines after your closing
</script>
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<noscri pt >JavaScri pt needs to be enabl ed
to properly view the page! </ noscript>

This alerts the visitor to turn
Javascri pt on

--- end side bar -----------------------

The software is so nice that it even
allows you to submt your affiliate
links to search engi nes and get a decent
r anki ng.

| know sonebody who got ToplO ranking on
Googl e, Yahoo and Excite for his
affiliate links (he didn't submt the
pages the software created but he |inked
to themon his main page and the search
engi nes found this way) and chosen
keywords for several *days*!

This massive traffic these engines
brought was a really inpressive side-
effect taking into account that it was
free traffic.

For alimted time I’mgiving the
software away as a free bonus with every
order of HTM. Code Guard 3 - the

ni ghtmare of all online crimnals.

Click here to see the details for HTM
Code Guard.
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Contrary to what sonme webmasters tend to
bel i eve, search engines do not ‘see’ al

t he pages of your website and index them
all.

The search engi ne spiders only visit the
pages that can be reached through valid
links — either fromyour website, or
from ot her websites.

So, if no page of yours (or anybody

el se’s) links to your thank you page and
you (or anybody el se again) do not
subnmit the thank-you page directly to

t he search engi nes then your page wll
not be indexed.

However, wi th highly successful products
the ‘thank-you” link tends to be spread
and usual ly this happens on foruns.

|’ ve seen sonme cases where Google.com
for instance had spidered sone forum
posts and sone thank you |inks together
with them

So, if youre in need to protect your

t hank you page from bei ng spi dered just

add the foll ow ng piece of code between

t he <head> and </ head> on your thank you

page.

<META NAME="ROBOTS" CONTENT="NOINDEX,
NOFOLLOW">

| f you have been using software that
encrypts the whol e webpage |i ke HTM
Code Guard 3 then your thank-you page
will automatically get such smal

ranking that it can be neglected and the
users will not be able to find it.

Thi s happens because the search engi ne
fails to find relevant and valid
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keywords in the page and only encrypted
javascript text (search engine

spi ders/bots are not able to interpret

j avascri pt anyway)

| hope that everything is clear now and
you know what to do to stop Search

Engi nes from spi dering your thank-you
pages.
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In one of the previous ‘chapters’ |’ve
told you a little bit about redirect-
pages.

Redi rect pages are a great way for
affiliates to track clicks anong ot her
t hi ngs.

But, there are 2 common problens with
redirect |inks:

1. after redirection the address bar
will show the real |ink the user
is currently visiting

2. after redirection, if the user
clicks the back button he/she w ||
be taken to your redirect page
i nstead of the previous |ocation.
The redirect page will re-redirect
himto the current location if the
user doesn’'t click again the Back
button fast. Al so, sone people
m ght only click Back once and
then inmmediately click to View
Source and see why and where
exactly you are redirecting them

If you' re already using redirect-Iinks
you m ght already know about these
probl ens.

Here's a script that you mght find
useful that fixes the second one.

I nstead of the conmmon javascri pt
redirection | gave you in the previous
chapter you can use the follow ng

<scri pt |anguage=JavaScri pt>
wi ndow. | ocation.replace('affilink.htm")
</script>

or if you prefer plain HTML just create
a blank html page with the foll ow ng
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t ext

<nmeta http-equi v="REFRESH"
content="0;url="affilink.htm"">

There is also a piece of software |

al ready told you about, called Affiliate
Redirector (cones as a free bonus with
HTML Code CGuard 3) that will solve both
problens, will actually encrypt your
affiliate link and will work on any

br owser .

Your users w |l never suspect that
you’' ve redirected themand they wll
think they are on your site the whole
time because they will see your actual
URL in the address bar and not the
affiliate |ink.

Click here to find out npre.
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There are tines when you mght really be
in need to password protect a certain page
on your website.

..and you usually desire for the password
protection to be very difficult to crack.

It is also knowmn that if the password is
kept sonewhere in the docunent itself then
the password will be fairly easy to be

| ocat ed and decrypt ed.

Again, it is only commobn sense that the
stronger your encryption algorithmis, the
nore persistent the trouble makers wll

be.

They will double their efforts to crack
your site because they will have a higher
satisfaction afterwards.

And that would not be all — they will brag
to their friends about their newest ‘hack
and ‘dare’ themto crack your site too.

And so on...
And |’ m pretty sure you don’t want that.

(Ckay | admt. The childish ones will dare
their friends but even the not-so-childish
ones will still want to share their
‘results’)

This is one of the reasons major file-
protection software (li ke Wnace, WnRar,
W nZi p) does not keep the actual password
inthe file.

The trouble is that there are a | ot of
peopl e selling software on the net and
guess what:

They’'re all trying to sell you software
that stores the password inside the HTM.
file.
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Yes, they encrypt the password and they
store it in the HTM. file...and their
justification for selling the software is:
‘you get to pick the password you want’.

Vel |, what good is password protection if
the password is easy to crack?

What woul d you say if | would give you a
conpl ete solution for your password
protection needs right now?

(yes, | know I am a good guy ©)
Ckay, the solution is to create a doorway
page that asks for the password and

afterwards redirects the user to the
ent eredpassword. html file.

Let nme give you an exanple to nmake this
even clearer for you.

Visitor cones to
your si te. com pr ot ect ed. ht m

(this is the actual password protected
page)

The page asks the visitor for the
passwor d.

Visitor enters ‘bond007" as password

Page automatically redirects visitor to
your si te. coml bond007. ht n

Do you see how this works?

The method is al nost inpossible to be
cracked.

Here's the javascript code you need to
i npl enent such a doorway page
(protected. htm in our exanple)
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<htm >

<head></ head>

<body>

<SCRI PT LANGUAGE="JavaScri pt">

var password = "'

passwor d=pronpt (' Pl ease enter your
password:',""');

if (password !'= null) {

| ocation. href= password + ".htm";}
</ SCRI PT>

</ body>

</htm >

(pl ease note that you can change the
“.htm” to suit your “.php”, “.asp” or
“.what ever” page on your site)

| bet you already |ove this nethod.
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What You Can Wel | there are about three things you could
Real |y Do About do.
Paypal . com

Aut hori ze. net 1. change your credit card processing

conpany but there’s no need to do so.

And Cther Card 2. manual |y check all the orders but this

Processors Wth coul d be very time consum ng

Poor Security 3. do a referrer check for the thank you
page.

What the heck is a referrer check you ask?

Vel l...a page referrer is a value that your
browser sets (99% of browsers do) and
represents ‘fromwhat page the visitor
clicked a link to reach the current page’.

Ckay, so let’s see how and when you can
actually use such a page referrer.

Let’ s anal yze the foll owi ng scenario.

John Doe gets to your page. He sees your
product and he al so sees a way to get it
free.

Suppose he decodes your super-strong
JavaScri pt protection (he probably couldn’t
be able to do this if you encrypted your
page with HTM. Code Guard 2003) or maybe
your code is unencrypted.

There are a lot of nerchants out there that
do not encrypt the link the buyer will be
directed to if the purchase was successf ul
(l'i ke the paypal .com and aut hori ze. net
mentioned in the title)

The typical code for Paypal.comis this

<INPUT TYPE="hidden" NAME="return"
VALUE="http://www.YourDomain.com/thankyou.htm|">
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and the one for Authorize.net is

<INPUT TYPE=HIDDEN NAME="x_Receipt_Link_URL"
VALUE="http://www.YourDomain.com/thankyou.htm|">

JAnd | bet that it’s as clear as daylight,
even for someone who doesn’t have a clue
about HTML where to go to get your product
free.

So if John Doe goes to /thankyou. htm he

wi |l probably get your product free unless
you have a way to check if he arrived from
the |Iink Paypal /Authorize provides after
successful paynent.

This is called a referrer check.

When you inplenent a referrer check you
allow a certain page to be accessed only
from anot her specific page that you
speci fy.

You coul d place the referrer-check directly
as Javascript code on the page or you could
inplenent it as an PHP/ CE/ASP script,

| repeat, the referrer represents the exact
page where the link for your thank-you was
| ocat ed.

This link is found on the order
confirmation (after successful billing)
page on both Paypal and Authorize at the
current tinme of witing.

You can find out the referrer of the page
by using this script

(source code on the next page)
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<ht m ><head>

<scri pt>
rxl=docunent.referrer.toLower Case();
docunment . wite(rxl);

</script>

</ head><body></ body></ ht m >

When you access this page the script wll
wite on the screen the nane of the page
where the link that brought you here was
| ocat ed.

The referrer is considered to be null if
you access the page directly, wthout
clicking on any I|ink.

You can use this script to test and find
out the exact referrer, so you can properly
al | ow access to your thank-you page only
froma specific link.

HTML Code Guard 3 is a great software that
has built-in encrypted referrer check in
j avascri pt.

It can easily and securely protect your
t hank you pages if you are selling through
aut hori ze. net or paypal .com

See HTML Code Guard 3 for yourself here.
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What You Can Do W are going to have a very serious

When Your ‘talk’ in this chapter.
WebHost |'s _ ’ _ _
Steal i ng From At first, | alnost couldn’t believe it

when ny friend, Stephan Ducharne email ed
You... ne.

Here' s the thing.

Stephan is a really big nane in Internet
Mar keting. He is the owner of the very
successful site and ebook “How To Get 1
MIllion Visitors To Your Wb Site

Wt hout Spending A Dne In
Advertisenment”!

| once had a chance to | ook at his
traffic stats and I was totally bl own
away by the inpressive nunber of free
visitors he receives.

(This is a sure sign that the nethods he
presents in the ebook work ©)

St ephan al so wites very conpelling copy
and successfully manages to convert his
traffic into a |l ot of noney.

| got his book about 2 nonths ago and |
increased ny traffic about four tines
si nce then!

I f you haven’t seen his site you don’t
know what you're missing — click here
now to visit his site.

kay, so like |I said, Stephan Ducharne
emailed ne and told nme that (guess what)

H s own web-host was stealing from him

He had | ost $20,000 (®) wi thout know ng
it and sone people even said that he was
| ucky...

Let’'s take the follow ng scenario:
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If you currently inmagine that your
online business is at hone then you are
only partially right.

Because you probably don’t have a high-
speed T1 connection in your house or
apartnment you pay a host, right?

And this is *crucial* because this is
where the heart of your business is:
Your store is your website and it’s

| ocated at their place!

Now, you probably choose your host on
sonme criteria like: affordability,
reliability, allowed bandw dth, speed,
interface etc...

.My friend, you just forgot a little
detail that had cost Stephan nore than
$20, 000...

Are you sure the host is safe?

| magi ne this: You are working really
hard to create your own website (don’'t
we all?), the noney finally pours in
after nmonths of work, and first thing
you know, your own host sees the success
you have and starts STEALING from you
fromthe insidel

You think it's inpossible? Gee, they
have all the passwords, so why not?
You woul d be surprised to see how nuch
often it happens. Thousands of fraud
cases are reported every day!

This is totally unacceptabl e and how do
| know?

Because it happened to Stephan!

Yes, he just found out that for weeks
H S OMN HOST was STEALI NG hi m..

http://www.htmlsecurityreport.com 40




Bogdan Ravaru

The HTML Security Report

Qut rageous and unbelievable in the sanme
time!

At first he thought that a #/ $%& (his
exact ‘words’) hacker was stealing
orders directly fromhis website itself.

Several tinmes a day, the ‘hacker’ was
changi ng Stephan’s |inks and hi-jacking
hi s comm ssi ons.

St ephan woul d change the passwords about
every 6 hours, but nothing could solve
t he probl em

At first he thought the hacker had a new
tool to breach the security so he

i ncreased the security to a maxi mum
limt. He invested thousands of dollars...

But it didn’t stop ‘the hacker’.

So, to nake a long story short, after a
few days, he knocked the hackers in
the corner. No nore places to go, they
were tracked and caught.

That's when he found out that the first
man i nvolved, the first-row steal er

was the technical supervisor to whom he
woul d speak to OVER THE PHONE to change
hi s passwor ds!

Luckily again, Stephan had the enornous
anount of noney required to hire a very
good | awyer who specializes in copyright
| aws to sue his web-host.

He did win the case and to tell it al
in several words: “alnmost 2 years in
jail and 1 mllion dollars”, because the

webhost was hosting another 6,000 sites.

Whew...wasn’t this an interesting little
story?

So, to nmake sure that what happened to
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St ephan will never happen to you
(because you m ght belong to the

“unl ucky’ group) there are 2 changes you
m ght want to make:

1. Get a very trustworthy web-host.
Personally, I’"musing Allen Says’
(already told you about him WarriorPro.
This is a great (affordable and
reliable) hosting offer and it cones
with sone other killer bonuses |ike:

e unlimted foll ow up autoresponders

* unlimted ad-tracking |inks

* a free subscription to his radical
ezine “Guru Killer”

* free access to the “Warrior G oup”
menbers area with hundreds of
ebooks and reports on internet
mar ket i ng

* a free nenbership on the Warrior
Forum one of the best foruns when
it cones to Internet Marketing

Cick here nowto take a | ook at the
Warrior Pro offer.

2. The other solution is to get “HITM
Code Guard 3.07

This software will ensure that your site
remai ns the sane: your host will not be
able to steal fromyou because they w |
not be able to nodify your page or
substitute your links with their own.

Cick here nowto take a | ook at “HTM
Code Guard 3.0
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Havi ng said these things ny report cones
to an end.

| hope that it has been of great help to
you.

| also hope that you will decide to take
advant age of the unadvertised bonus and
enroll in the free course offered by The
Mar keti ng W zards.

I f you already run an Internet business
and you would like to |l earn how to nake
it even nore successful by becom ng your
own ‘nmarketing wi zard then this course
is for you.

After conpleting the course you will be
automatically added to ny newsletter and
we will be able to keep in touch.

| congratulate you for reading this
report inits entirety.

| wish you unlimted peace and
prosperity.

Best Regards,
P anan~

Bogdan Ravaru

PS: Renmenber to take a | ook at HTM. Code
Guard from htm codeguard. com one of the
nost advanced website protection
sof t war e.

One of the nice site effects of using
HTML Code CGuard is that it will give you
instant credibility because protected
pages w ||l make you | ook nore

pr of essi onal .

And we all know that credibility is what
you need for your online success.
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For alimted time I’meven throwing in
sone amazing free bonuses that you
cannot get anywhere el se...

One of the bonuses even protects you
from spam

Cick here to find out nore.
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Hel | o,

ny nanme i s Bogdan Ravaru from
http://ww. ht m securityreport.com
and this is your bonus video.

|"mhere to teach you how to crack 90%
of existing Javascript protections

in 55 seconds flat with your bare hands
wi t hout knowi ng a thing about web-

pr ogr amm ng.

|"m sure you are already excited so
let's just begin and see how this really
wor ks.

In this exanple the right click is
di sabl ed on the page.

The blue circle shows that | amright
cl i cki ng.

Because right clicking is disabled I

will use the universal solution to
view t he source code of a page.

Click View -> Source.

As you can now see the code is encrypted
by a 'common’ HTM. encrypter specially
devel oped by ne for the purpose of this
vi deo only.

Let's see how you can crack it.

Careful ly exam ning every line we cone
to the foll ow ng code

docunent.wite(ccj)
Even if you don't know a | ot of
progranm ng you can safely assune

that all lines that are in the formt of

docunent.wite and sonet hi ng between
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bracket s

will wite sonething on the HTM.
docunent .

So let's see what exactly this sonething
is, should we?

Let's nodify the "docunent.wite" to
"alert" and rel oad the page.

Whoa, surprise... it's the actual HTM
code.

You' ve broken the page and I'msure it
took you way |l ess than 1 m nute.

Because you still have plenty of
seconds left let's do sonething
alittle nore el aborate.

Here's what you'll be doing.
Insert an HTM. text box here like this

<f or m nanme=pad>

<t ext ar ea nane=t ext

styl e="w dt h=330; hei ght =300" >
</t ext area>

<fornp

and nodify the alert to
docunent . pad. t ext. val ue+=

This nmeans that the script will add the
decrypted text to the text the text area
al ready hol ds.

As a snmall side note (I won't get into
t he specifics and give you the exact
reason why) "+=" is always better than
plain "=" when cracking javascri pt
protections

Let's reload the page and see what
happened.

http://www.htmlsecurityreport.com 46




Bogdan Ravaru The HTML Security Report

Amazing isn't it?

The decrypted code lies in a text box
ready for you to copy it and use it in
any ot her way.

| hope you are now convi nced that nost
HTML encrypters on the market are pretty
wor t hl ess.

| have to admit that sone of them use a
nmet hod call ed 'escaping' . They will
'escape' the javascript part where the
docunent.wite is, to nake the code
harder to crack

However, this is not real protection
because you can find javascript
unencrypters everywhere for free on the
net and a | ot a people already know
about them

In fact 1 was enmiled a couple of days
ago by a photographer that had no
security knowl edge and he was wonderi ng
how can sonme people call 'escaping
protection because he was able to decode
it with his eyes cl osed.

I ve not included an HTM. unescaper in
t he package because that woul d nean
using a tool and | promsed that | wll
teach you how to crack the protection
usi ng your bare hands.

The other reason is that | don't want to
actually TEACH you how to ' hack' these
protections. That would sinply be
unfair.

|"ve explained the principle to you and
the principle stays the sane. You wll
basi cal |l y unescape the code using a free
programor script and you will apply the
same net hod.
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But this is a terrible thing to do
right?

And |'m sure you don't want people doing
the sane to your site.

This is why | know you are snmart enough
to invest in the software |I've

personal |y devel oped call ed HTM. Code
Guard 3.

It is available from
http://ww. ht Ml codeguard. com

Il will nmeet you on the site.

Peace and prosperity
This is Bogdan Ravaru signing off.

This copy of the HTML Security Report was
proudly brought to you by

http://ww. TheMar keti ngW zar ds. com
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Allow nme to tenpt you with a custom zed versi on of the
report ...

| want to personally custom ze the report with your
name, your site and your affiliate link to HTM. Code
Guard 3 (I'’musing dickBank.comfor nmy affiliate
program.)

The master resale rights will allow you to sell the
report and transfer these rights to your custoners.

The report will then work as your 24 hours round-the-
cl ock sal esman pronoting your |ink, making you profits
and bringing extra visitors!

Just imagine that you'll be selling the report on your
website or to your list and your custonmers will also
sell it but with your links in it!

Can you see how easy it will then be to nmake serious
profits earning a solid 50% comm ssion on all your
sales for HTM. Code CGuard 37

To find out nore about the Gold Resale Rights for this
report click here

http://ww.themarketi ngwi zards. conf report/rights. htni
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